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Detection via Learned Self-Consistency
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Self-Consistency
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earning self-consistency

Same Imaging Pipeline?
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Self-consistency not enough

Same Imaging Pipeline?
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EXIF metadata

CameraMake: NIKON CORPORATION
ameraModel: NIKON D5300
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ExifImagelLength: 3947
xifImageWidth: 5921

FocalLength: 31.0mm
RiteBatance: Autao

ompressedBitsPerPixel: 2

ameraMake: EASTMAN KODAK COMPANY
ameraModel: KODAK EASYSHARE CX7306

010 Dace s Shiih
ExifImageLength: 1544
ExifImagewidth: 2080
Lgsh: No _(AUTO.

FocalLength: 5.9mm
0 2:ELE 5T AUTO
ompressedBitsPerPixel: 181/100




CulurSpace. Uncal1brated
ExifImagelLength: 2472
ExifImageWidth: 3091
Flash: Flash did not fire
FocallLength: 90

ExposureTime: 1/100

CameraMake: Apple

=ameraHﬂdel: iPhone 4s

ColorSpace: sRGB
ExifImageLength: 2448
ExifImageWidth: 3264
#ee” Flash: Flash did not fire
e 7.4 [Focallength: 107/2

ExposureTime: 1/2208

earning self-consistency

Same Camera Model? Different

Same WhiteBalance? Same
Same vs. different EXIF attributes




earning self-consistency

eXIF usercomment [N

EXIF FocalPlaneResolutionUnit [ NG
EXIF FileSource NG

EXIF CustomRendered NN

ExIF Lensmake [N : :

EXIF LightSource [ Same vs. different EXIF attributes

EXIF SensingMiethod
EXIF LensSpeciication N
EXIF SceneTye N |
inter InteroperabiityVersion ( )
EXIF Sharpness
image Make NN £ AN
EXIF Saturation
EXIF Contrast
EXIF FlashPixversion [N
image YResolution [ ) )
image XResolution
image YCbCrPositioning |
inter Interoperabiltyincex N ( ) )
EXIF ExposureProgram [

A

EXIF SubSecTime NG
EXIF SubSecTimeQOriginal |G
EXIF SubSecTimeDigitized | NN
GPS GPSDate NG
Chance [IIIEGEIN
40 50 60 70 80
Accuracy

90



Learning self-consistency

exiF userComment [N
EXIF FocalPlaneResolutionUnit [ NG
EXIF Flasnurcﬂ _

/VXIF UserComment: A generic field for writing \es
keywords or comments.

In

« “Processed with VSCO with c8 preset”
« “Edited with Afterlight”
« Automated Binary Signatures
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EXIF SubSecTimeCriginal |G

EXIF SubSecTimeDigitized |G
GPS GPSDate [N

Chance [
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earning self-consistency

exiF userComment [N
EXIF FocalPlaneResolutionUnit [ NG
EXIF FileSource NG

/I;age Make: The company manufacturer of the \es
camera used to shoot the image.

In

® HAppleH
- L N Okia]!
« “Canon’
o “Sony”
aﬁsmmgma‘ B - ﬁ
EXIF SubSecTimeDigitized [|IIEGTIN
GPS GPSDate [N
Chance [IIIEGEIN
40 50 60 70 80 90
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earning self-consistency

Same Imaging Pipeline?
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Same vs. different EXIF attributes
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Other forms of self-consistency

Image Consistency EXIF Consistency

CameraMake: NIKON CORPORATION
CameraModel: NIKON D3260
ColorSpace: Uncalibrated
ExifImagelLength: 2472
ExifImageWidth: 3891

Flash: Flash did not fire
Focallength: 98

WhiteBalance: Auto
ExposureTime: 1/180

CameraMake: Apple
CameraModel: iPhone 4s
ColorSpace: sRGB
ExifImagelength: 2448
ExifImageWidth: 3264

B |Flash: Flash did not fire
Focallength: 187/2
WhiteBalance: Auto
ExposureTime: 1/2208

Post-processing Consistency
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Manipulated Image
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Manipulated Region
Our detection Ground Truth
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Manipulated Region

Our detection Ground Truth
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Manipulated Region

Our detection Ground Truth
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Manipulated Region

Our detection Ground Truth







